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The modern world is changing
many of our past skills and tools. This,
among other things, fully applies to the
impact on other countries which might,
in the old fashioned way, be called wars
but are rather struggle for domination.
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Even international sporting contests
are regarded as military victory over a
hypothetical “maneuver enemy.”
Ukraine is under constant shellfire,
when information operations are aimed
to prove the fact that Ukraine is a “failed

state,” while cybercorporations are de-
signed to destroy the efficiency of bank-
ing, financial and economic spheres.
Each election period also grows into a
battle for life or death, for which pur-
pose social media are actively used.
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Geopolitical adversaries do not go
away; they remain the same for cen-
turies. And their tussle for dominance
today is merely traced in other areas.
This is not a war in the physical space,
but the same aggressive actions in any
other spaces. Hence the new termi-
nology in the nomination of warfare —
hybrid, information, virtual, econom-
ic, trade, financial, political, and even
migration. The collapse of the USSR
also was the result of such a human-
itarian war. The Cold War was a war
without shots being fired, or rather, it
was the mass consciousness that was
under fire then and subsequently flip-
flopped and led in a different direction
by the power elite.

We can call these types of wars
humanitarian, since they operate not
in the real space but in information
and virtual spaces. We can also con-
sider the goal of humanitarian warfare
an attempt to block the path to the fu-
ture, which is accomplished through a
change in the dynamics of science and
education, by downgrading it from an
advanced state to a catching-up de-
velopment. Or, as in the days of Stalin,
genetics and cybernetics were labeled
pseudo-sciences, preventing their ad-
vancement, thus halting entire scientif-
ic movements.

Whenever it is necessary to retard
the development of a potential “ene-
my,” it is done not only through eco-
nomical or financial sanctions [1-4],
but also by means of information at-
tacks on mass consciousness. Everyone
wants to consider themselves the very
first, alongside with being the most
up-front, to whom the future belongs.
The wars of ideologies used to be no
less internecine than the wars of reli-
gions, although both were fought for
dominance in the virtual space. And
yet, people died for this dominance in
the real space. Today, when religions
and ideologies have somewhat lost
their power, wars are being waged for
economic and adjacent forms of dom-
inance. And this is what humanitarian
wars are used for, the wars where souls
perish rather than bodies die.

China considers its present-day eco-
nomic relations with the USA even worse

than they used to be during the Cold
War. China's leading expert in this field
Wang says: “One question is whether
the China-US rivalry will last longer and
cost more on both sides than the Sovi-
et-US competition. Another is whether
an unexpected event alongside the cur-
rent China-US tensions will escalate into
a deadly clash” [5].

Another expert, Huang, has a sim-
ilar view: “Some may say that the pol-
iticians and senators might seen to be
making a lot of noise and what they
say appears to be a mess ... but actu-
ally there are well-calculated moves
behind the scenes. They are in fact a
combination of moves in a systematic
game plan” [6].

The USA and China are in a geo-
political standoff, which has been in-
volving more and more new arrays of
tools. The coronavirus pandemic has
opened up new opportunities to ad-
vance this conflict. The riots and pro-
tests that erupted in the USA following
George Floyd's death became another
subject for manipulation. Iran, China,
Russia have been actively capitaliz-
ing on both the former and the latter
events as long as fear and uncertainty
ease the response of mass conscious-
ness [7-9]. Such an attack seeks to de-
stroy the unity within the country.

Russia has long been building up
means of influence on a foreign audi-
ence: "Russia, for example, launched
the English-language Russia Today
(later rebranded as RT) in 2005 with
a relatively modest operation. Over
time, RT has developed an anti-West-
ern narrative and has become a propa-
ganda weapon of the Kremlin. RT has
simultaneously expanded its capacity
to publish content in other languages
including Arabic, French, German and
Spanish. Through RT, the Russian gov-
ernment targets non-English speaking
audiences to either attract support for
Russia in places where the anti-West-
ern narrative has strong resonance or
promote a positive image of Russia in
countries where they want to have al-
lies and good relations” [10].

Researchers identify three main
directions that disinformation attacks
are focused on [11]:
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+ undermining trust in public institu-
tions by reporting on civilian disobe-
dience in the attacked countries,

* narratives on the success of the pan-
demic response activities in the at-
tacking countries,

+ speculations over the country of or-
igin of the virus, for example that it
is an American-manufactured bio-
weapon.

Undermining the public's faith is
also a frequent theme during elec-
tions [12]. In 2016, troll factories med-
dled in the US presidential election,
exacerbating the degree of tension
and controversy in the country. Am-
plifying tensions that already exist is
always easier than starting from zero
by themselves. The situation repeated
itself with the race-related civil disor-
ders in 2020. They resulted in dramat-
ic consequences not only in politics.
Business has also responded actively
by introducing changes to their brand
names, starting with Eskimo. Professor
Jason Chambers spotted a historical
precedent for such transformations in
the “Frito Bandito character PepsiCo
had from 1967 to 1971. Frito Bandi-
to played into these stereotypes of a
sombrero-wearing, Mexican cowboy
who robbed people of their Fritos.
Mexican American activists spoke out
against Bandito and it took about four
years for the character to finally be re-
tired” [13].

He arrives at the conclusion that
the model “ethnicity as authenticity”
was operational here: “If you consid-
er a stereotype as something being
based in a perception such as ‘black
people aren't good at anything but
music, cooking, and sports’, there
is a certain authenticity that comes
with that perception. So you take the
myth of the south and the happy black
woman cooking for the white family,
and suddenly you have a product that
gains more ‘authenticity’ through that
image and, as a result, sells more.”

The same processes began in the
cinematography. Indian Bollywood
is moving away from lighter-skinned
heroes [14]. White actors will no lon-
ger voice nonwhite characters [15-16].
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Even more, Jesus Christ turned black
for the sake of racial justice in one ca-
thedral [17].

Powerful countries always strive for
expansion in all of the three spaces, i.e.
physical, information, virtual. Physical
expansion is not that active nowadays,
so the extension is being carried out
informationally and virtually. Everyone
is reading the Harry Potter series or
watching “The Game of Thrones.” The
most renowned things become some-
what sacral: everyone has to know
them.

China is very determined about
the promotion of their world model
for other countries [18]. It should be
kept in mind that China is an ideolog-
ical country. Thus, it is pushing along
not simply a model of the world, but
a world model with an ideological
component. They simply have not
yet learned to produce, say, TV series
that might be of interest for the global
audience, so virtual space has not be-
come the battleground between Chi-
nese and American movie series.

Today's virtual space has China’s
agents of influence in Australian TV
dramas, a legion of Russian spies — in
American. Russia has already occupied
Norway in the Norwegian political
thriller TV series "Occupied” [19-20].
Due to its plasticity, the virtual space
can simulate a variety of situations.
This has given impetus to the tor-
rid development of fantasy and sci-fi
shows, reproducing diverse scenarios
of the future.

Culture was also used as a means
of influence during the Cold War, when
even the term cultural wars emerged
[21-22]. The CIA then, specifically,
gave financial support to exhibitions
of American Abstract Impressionism
painting worldwide, considering that
to visually demonstrate freedom in the
USA. Even Boris Pasternak was given
the Nobel Prize for his novel not with-
out the Cold War “"games” [23-28].

Ivan Tolstoy, the researcher into
the history that brought B. Pasternak
to win the Prize, while emphasizing
the fact that the award itself was well-
earned, reckons the activities of the
American Intelligence as follows, “It's

a totally different story, where Paster-
nak is a victim of “the great forces” in
action beyond his own control. Fate
is playing with him here. Yes, the CIA
did everything to, as they used to say
then, "“elevate” Pasternak. Moreover,
he was being “elevated” not only by
Americans, but also by the British. He
was being "elevated” in France, in Italy,
and in Germany alike. In April 2014 the
website of the Washington Post pub-
lished the documents proving that the
effort to promote Pasternak was a cen-
tralized process. This does not mean
that, in the mass media of that time,
people of the free part of the world
were not allowed to do it at their own
will, discretion, and to their own taste.
But for all that, there existed a tar-
geted, pre-organized and concerted
campaign on exposing and promoting
Pasternak across the readers, bolster-
ing his image in public opinion. And, of
course, the campaign played a big role
in his being awarded the Prize. How-
ever, it is impossible to infer whether
he won the Prize due to or regardless
of it [29].

The Cold War was also an example
of active interference in elections, with
the involvement of the CIA [30]. There-
fore, both sides proactively engaged in
the covert type of war.

Hybrid warfare appeals to the
warring sides owing principally to the
anonymity of the players. After all, ev-
erything that is happening in the wars
may well be interpreted as a natural
development of the situation. Hybrid
warfare does not confront the reali-
ty, but mimics it, like the well-known
“little green men” in Crimea [31]. M.
Snegovaya associates this toolkit with
the “reflexive control” model of the
Soviet times: "Denial and deception
operations to conceal or obfuscate the
presence of Russian forces in Ukraine,
including sending in ‘little green men’
in uniforms without insignia” [32].

The same is happening to the re-
interpretations not only of the events
of today, but also historical facts and
events, making it a matter of nation-
al security [33-34]. V. Putin's speech
dedicated to the 75th anniversary of
the end of World War II [35], which

sparked disapproval, primarily in the
Baltic states, since it is perceived as
aiming to reconsider the outcomes of
the war [36-39], can be classified as a
variant of hybrid warfare, namely the
information operation.

British researchers interpret this
toolkit from the following angle: “Too
often, the focus has been on singu-
lar tactics of information operations,
such as harassment or ‘fake news'. This
has obscured the fact that these tac-
tics are part of broader strategies that
see information as the principal agent
in achieving certain geopolitical out-
comes” [40]. We may say that the right
information leads to the target geopo-
litical results.

The countries of the world make full
use of all the tools on hand. Nowadays,
when large volumes of information are
transferred through social media by
means of automatic bots, the world is
facing a bloom of fake news and con-
spiracy theories, which became appar-
ent in the context of the pandemic.
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[Touenyos I I.

lymaHiTapHi BiliHM peani3ytoTbca BClOAW, MOUNHAIOUM Bij,
cepu ekoHomikm ¥ nonitnkm i 4o HobeniBcbKkux npemii

Y cTaTTi 3a3HaYaEThCs, LLO KpaiHW CBITY B MOBHIM Mipi BUKOPUCTOBYHOTb YCi
HasBHI IHCTPYMEHTW. Y Hall Yyac, Konm Benunki obcarv iHpopmallii nepesaroTbes
Yyepes coujanbHi Mepexi 3a 4OMNOMOroK aBTOMATUYHKX BOTIB, CBIT CTUKAETb-
CA 3 PO3MOBCHOAXEHHAM PENKOBUX HOBMH Ta TeOPIl 3MOBW, WO Habpano Ao-
[ATKOBOI akTyasbHOCTI Miz Yac naHaemii. ABTOp 3a3Hauvae, Lo ribpuaHa BiHa
aneroe 40 BOPOryroUYMx CTOPIH B OCHOBHOMY 3aBAAKW aHOHIMHOCTI rpaBLiB.
3peLToto, yce, Wo BiAOYBAETLCA Y BilHAX, LIIKOM MOXe TpakTyBaTUCA AK Npu-
POAHWI PO3BUTOK CUTyaLlii. Y CTaTTi BU3HaYeHO TPW OCHOBHI HampPAMKM, Ha
AKMX 30CepesykeHi atakun e3siHdopMalLlii: Nigpre AOBIPU A0 AepXKaBHUX yCTa-
HOB LU/IAXOM 3BiTYBaHHA NMPO HEMOCAYX LIMBIIbHOTO HAaCeNEHHA B aTakoBaHMX
KpaiHax, pO3MnoBiAi MPO YCMiX 3aX0AIB pearyBaHHA Ha MaHAEMItO B KpaiHax, Lo
aTakyroTb, CrekyaAaLii LWOoAO KpaiHW NOXOAXEHHA KpaiHW BIpYC, HanpuKAaz, Wo
Le 6i036poa amepuKaHCbKOro BUPObHULTBA. |laed cTaTTi noasrae B Tomy, LUO
CyYaCHWI CBIT 3MiHKOE HaraTo HalMX MUHY/IMX HABMYOK Ta iHCTPyMeHTiB. Lle,
cepes IHLWOro, MOBHOK MIPOKD CTOCYETLCA BMAMBY Ha iHLLUI KpaiHW, AKi no-cTa-
POMy MOXHa Ha3BaTu BiliHaMK, ane ckopile 6opoTbOOto 3a NaHyBaHHA. Ha-
BiTb MiXXHApPOZHI CMOPTMBHI 3MaraHHsa PO3LiHIOKTLCA AK BilCbKOBa Mepemora
Haz, rinoTeTMYHMM BOPOroM. YkpaiHa nepebyBae niA NOCTIHUM BOTHEM, KOAW
iHbopMaLivHi onepaLii MaroTb Ha MeTi A0BeCT TOW daKT, Wo YKpaiHa € “He-
B0 ZEPXKaBOMD, TOAI AK KibepkoprnopaLii MOKAWKaHI 3HULLMTL epekTnB-
HicTb BaHKiBCbKOT, GiHaHCOBOI Ta eKOHOMIYHOT cdhep.

KntouoBi cnoBa: rymaHitapHi BiliHW, iHPOPMaL|iiHi BiliHW, riOpuaHi BilHW,
reononiTMUHe NPOTUCTOAHHS, IHGOPMALLIHWI NPOCTiP, BipTyaabHWIA NPOCTip,
3acobu BnAuBY, Ae3iHdopmalLlis, belrky, KOHCNIPOAOris, NaHAeMis.
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